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I. Introduction
The usage of internet and novel technologies nowadays, for 
commerce and for their clients, is even now a measure of lifestyle. 
All data is accessible at everywhere in the globe,sometime before 
that was not feasible [1]. Nowadays it have grown lots of visions of 
right to use to common and private data like right to use of online 
speed or the preparing of moveable dispositive that facilitate the 
joining to internet. Todaymany people are retrieving their mail 
anywhere over online service provided by the email shoppers, 
inscription of supportive papers victimization online browsers, 
creating computer-generated scrapbooks to share their pictures 
of the holidays. They’re active applications and storage file and 
records at servers located at online and does not exist their physical 
devices. Somewhat as direct as move in in an remarkably online 
document is that the only object a consumer must start to usage the 
facilities that occur at faraway server and contracts him transfer 
private and personal info, or disbursing computational cycles of a 
mound of servers that he can always get with his oneself [2]. And 
each day its getting used a lot of this facilities that are known as 
cloud workstation service area. That term is given as a result of 
the trope regarding web, as one thing than the client see sort of a 
cloud and can’t see what’s within.
Cloud computing is a comprehensive source where consumer desire 
to preserve all his facts and figures (data and records) with secure 
phase, and shared his documents in protected wayby the different 
program,processes and computer models can develop whole 
revenues via this terminology deprived of any limitedphysical 
memory and server for his record storage. These amenities are 
usually categorized into three modules as:

Infrastructure-as-a-Service.• 
Platform-as-a-Service and• 
Software-as-a-Service [3] [4].• 

In cloud computing, data storage is the virtualization of the storing 
of data with the internet and typically by third parties. There 
are severalorganizations that have vast data hubs that agree to 
others to store on them their date by expending virtual servers and 
storage lakes. So the users sees their records, data, information 
which are structured among in different sites in the data center, 
as if they were situatedactually in the similar place. This is very 
beneficial because originalities don‘t have to be concerned about 

the substructure of their data center but also they pay for quantity 
of data they are storing there.

II. Statusof Cloud Computing

Less initial investment 
At the start, any business has to get the complete structure that 
wants for starting to run anassignment. It suggests that lots of 
expense in PC setup. If this business has all the in-house it implies 
that it ought to getfew servers and personal pc powerful sufficient 
to help all the requiring of the business. If this businessstarts 
to usage some services within the cloud, it will cost less cash 
during this organization and capitalize it in different regions of 
the plan.

Costs reduction 
As of expense by requirement, simply fee what’s being employed, 
and since it‘s not essential to own establishments targeted on 
the upkeep and capability of the organization or package that’s 
employed by cloud computing.

New functionalities and actualizations 
The code informs area unit monitored by the supplier of the 
service, this supplier are going to be fascinated by actualize all 
the merchandise that they provide as shortly as doable to draw 
in additional purchasers. That the organization don‘t ought to be 
disturbed regarding these items and don’t would like special staff 
centered in this. [5]

Organization focused in business
Organization can emphasis their energies a lot of in business 
space and not most within the technical one. The main aim of 
any organization should be cost effective services and products 
with quality.

Access to data 
As this services are net centered it‘s easy to right to use to any or all 
info of any other party or to his info through each straightforward 
stratagem with net affiliation, thus it‘s terribly suitable for that 
parties that have various access points. Specialists regarding cloud 
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computing recognizes next points as potential issues regarding 
the utilization of cloud computing. [6]

Availability of Service
There‘s a giant obsession within the clients of cloud computing, 
it‘s however trustworthy is  the service, as a result of the enterprises 
desires information and alternative services twenty four hours day. 
Suppliers cannot full assuranceof sharing however their degrees 
of obtainability of service are high. Supplier’s deals anagreement, 
SLA (however generally it’s tough to grasp however critics are 
often loose a service for some time.

Data Lock-in
The application interface of cloud computing are still no 
standardized, therefore it‘s tough to share info among suppliers 
in simplified method. additionally it‘s tough to usage in similar 
method 2 completely other suppliers and additionally signify 
consumer see that suppliers have additional power than themselves, 
as a result of if  enterprise needs to alter of supplier it’ll be tough 
to alter all services and knowledge and this generates, making 
disbelief in purchasers. [6]

Low responsibility within the security of data
Info is that the one amongst the foremost valuedvigorous in 
enterprise, therefore it‘s an awfully necessary call the way to 
have it. It‘s traditional to assume that have this info outer of 
the business will be a drag. Additionally managers of businesses 
are sometimes conventional during this reasonably selections 
therefore it’s still a drag. Commonly organizations arrange to find 
non crucial info within the cloud and save the private one hosted 
within the business.

Low performance/Points of failure
The speed and latency problem of the networks is a blockage 
simply. The throughput of our system is affected especially within 
the IaaS deal, wherever we want huge volume of knowledge 
transmission. Additionally we have a tendency to get 2 a lot 
of completely different points of letdown: the affiliation of the 
individualbusiness and also the affiliation of the supplier.

Difficult to customize the application:
Services provided within the open cloud are centered to many 
clients, don’t seem to be centered specifically issues, simply 
centered generally resolutions and frequently don’t disclose a 
lot of personalization. It describes it’s exhausting to search out 
focused applications related to the in-house code arcade wherever 
we will results to the majority requirements.

III. Issues and Challenges

A. Data Storage Security
The process of storingdata on the cloud and retrievethat data from 
the cloud, the key objects are complicated: the user, server, and 
web or online connection networkbetween them [7]. These three 
constituents must preserve strong safety to mark compulsory of 
data safety. Customer is accountable for assuring that no otheruser 
or group can reach to the service or application. In this situation 
when acknowledge the safetyconcern of cloud warehouse, aim 
is further about other two constituents i.e. server and the online 
connection between user and server.
All cloud server keeping sources are controlled by great attainment 

and high approachability warehousespace structure. Various 
cloud outcomesprocess on privatememory device from the cloud 
server, which defines any computational or storage failure may 
reason of unavailability and likely data harm. As cloud servers 
are automated, if there happens any server smash in saved data, 
these can be vanishing beside in-house and outside attacks or 
physical damage.

B. Data Integrity and confidentiality
Secrecy and consistency of data can be inveterate on the both 
contiguous of server i.e. server side and client side. Sharing of 
informationbetween client and server must be over a secured web 
connection, means the data must be confidential and private when 
the transmission takes place between client and server. Different 
protocol like SSL [8] to achieve to a secure transmission.

C. Data Availability
Availability of services, save data and document to the server is 
complete, and then the server should always assurance that stored 
data are accessible for users at in time [7]. The lastelement of 
implication also is the connectionbetween the client and server.

D. Dynamic Environment
The usability of data and service on cloud network should be 
in a self-motivated reviewing configuration. The principal 
concept in this automated environment is that all controlled and 
dynamic structure should have active act such as modification, 
addition, and deletion. The cloud computing platform which 
has virtualized surroundings also should have some certain self-
directed environments.

IV. Related Work
Q. Wang et al. recommended a dynamic reviewingprocedure [9] 
that can describe the self-motivatedprocesses of the data on the 
cloud servers,on the other hand this procedure may disclosure 
the data to the examineras it needs the server to refer the linear 
groupings of data slabs to the auditor.  C. Wang et al. advanced their 
dynamic inspectingstructure [10] to be confidentiality conserving 
and maintenance the lotchecking for various clients. But, due to 
the maximum numeral of data labels, their reviewingprocedures 
may suffer a hefty storage overload on the server.
Zhu et al. recommended a supportiveverifiable data controlsystem 
[11] that can provision the batch reviewing for different clouds 
and also extend it to support the lively auditing in [12]. But, their 
approach cannot consider the batch examining for multiple clients. 
That is due toconstraints for creating the data labels used by every 
individual client are unique and thus they can’t syndicate the data 
labels from various clients to demeanor the batch.
K.yang et al. proposed a reviewingagenda [13] for cloud 
storage organizations and designed an effective and 
confidentialityconservinginspecting procedure. Then, author 
enhance his examiningprocedure to provide the data dynamic 
processes, which is effective and probablyconfidential in the random 
oracle system. And author extended thisreviewingprocedure to 
help batch examining for both numerous clients and various 
clouds, without using any trustworthycontroller.
To resolve the data confidentiality issue, this approach [13] isto 
make an encoded proof with the testbrandby using the Bi-linearity 
stuff of the bilinear coupling, such that the examiner can’t decode 
it but can confirm the precision of the proof. Without using the 
mask procedure, approach [13] does not entail any third party 
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reliablecontrollerfor the period ofthe batch auditing for different 
clouds. Further, in this approach, author let the server figure the proof 
as a transitional value of the authentication, such that the examiner 
can openly use this transitional value to authenticate the accuracy 
of the proof. Therefore, thistechnique can significantlydecrease 
the calculating overheads of the examiner by transferring it to 
the cloud server.
Dinesh C. proposed a system [14] for integrity using data reading 
proceduresystem to test the reliability of data earlier and later 
the data insert in cloud. Author is also considered the security 
of data before and after is tested by user with the support of 
content security policy (CSP) using proposed automated data 
reading procedure from clientandcloud plains into the cloud 
with faithfulness. Author also suggested the multi-server data 
comprisingsystem with the computation of complete data in each 
modification before its distributed level for server reinstate access 
point for data regaining from cloud data server in case of loss of 
data.
CSP assigned slot is a mainthing for cloud data preservation in 
everyway for self-motivatedprocesses. All third party data and data 
in going into the cloud is deliberatedby reading protocol process. 
So in direction to maintaintruthfulness of whole data, author 
used data reading procedure from clientand cloud storing level 
earlier and later the data inserting into the cloud server space and 
othermulti-server data evaluationprocess for each data sync for the 
desire of data recovery managing for his recommendedattainment. 
When server letdownhappens in cloud whole stored data may 
be affected so that client cannotpredict data‘s reliability in its 
entireenvironmentcontingent on diversity of state or CSP‘s 
procedure to cover the loss of data. Enchanting into explanation 
these, author demonstrated and offered automatic procedure 
system and server data controllingsystem to know about whole data 
transferearlier and later the data adding into multiple cloud server, 
and client can recognize if there has been done somealteration, 
eradicate, and ascribetasks that can happen for data from its storing 
parts with the assistance of thisrecommendedstructure. It can be 
successfullymanaged or directed by users from suitableeffective 
data reading procedure from cloud server site.
C. Wang anticipated an operative and reliable de-centralizedsystem 
[15] with two prominentstructures, opposite to its precursors to 
assurance the accuracy of users’ data in the cloud. By applying the 
homomorphic token with dispersedauthentication of sure encrypted 
data, thisstructureattains the addition of storage accuracyassurance 
and data error localization, means the detection of mischievous 
server(s). Different fromprevious works, the noveloutlineadvance 
provide secure and effectiveactiveprocesses on data slabs, with 
data modification, remove and addition.

V. Proposed Work
Among all security and management necessities of cloud 
computing, data storing is one of the important requirements in 
order to its security and handle its dynamic nature (frequently 
updation) avoid securely management issues.  In this work we will 
introduce a model which provide the security through parameters 
(certificates and policies) by KP-ABE (Key Policy Attribute based 
Encryption); it is a public key security mechanism primitive for 
one-to-many connections. In KP-ABE, data are related with 
attributes for every which a public key element is determined. 
The encryptor allies the group and subset of attributes to the 
original message by encrypting it with the equivalent public key 
elements. Each client is consigned an access configuration which is 

typically describe as an access tree over data attributes, i.e., inner 
nodes of the access tree are threshold gates and leaf nodes are 
related with attributes. Client secret key is described to replicate 
the access configuration so that the client is capable to decode 
anencrypted message if and only if the data attributes fulfill his 
access arrangement.
In this work we used to attribute for security and maintenance 
of the data:
1. Subject
2. Object
Subject is aunit which isabout to rights of using object. Subject 
defies extensively, it may be the consumer gathering, the client 
himself, or may also be a workstation, card mechanism, wireless 
terminal, and even may be a platform or process application. 
Object is an entity which receives the visit of Subject. Object 
also has an extensive significances, and it may be info, files and 
records used in workflow scheme, or may be hardware on the 
network and wireless communication terminals.

Fig.1 Parameters of certificate or policies

In this work KP-ABE is also used to enhance the security of 
these above parameters. KP-ABE associates with set of attributes. 
Here the two parameters have the attributes subject and object. 
Subject attribute classifies the leadingabilities and structures 
of subject; for ex identity, client group, part, membership, and 
dimensions list and security level. Object Attribute identifies the 
important information of object attributes contain security label, 
associations, type and storage lists and so on.

Fig. 2 : Subject and Object attribute

Suppose S is the collection of all the attribute of Subject of 
database:
 S= {S1, S2, S3, S4 ………………… Sm}
Similarly O is the collection of all attribute of Object of 
database:
 O= {O1, O2, O3, S4 ………………… On}
So, the universe of all the attribute is U:
 U= {S, O}
 In this work, rules and certificate may be described 
over attributes applyingAND, OR and (k, m+n)-threshold gates 
means k out of m+n attributes (m for subject and n for object) 
have to be present.
 For instance, let us assume that {A, B, C, D} are subset of universe 
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U of subject and object attributes.
U= {A, B, C, D} = {S, O}
 And if first user/client obtains a key to attributes {A, B} and 
client or second user to attribute {D}. If anencryption is coded 
with respect to the policy (A∧C) ∨D, then second client will be 
capable to access or decode, while first client will not be capable 
to access.
From the above encryption we provided security of data and 
maintain a huge data for different users at a single place.

VI. Result Analyis
For relevancy of this approach, the result of proposed framework 
is quantified with previous model. The results clarify that the 
proposed work supports in increasing the security on cloud. 
Therefore the proposed approach has maximum security and 
may increase overhead.  The comparison of the UCON model 
[13-15] and this approach based on some given parameter as 
shown in table 1.
Parameters Classical 

model
Offered 
Model

Efficiency Average High
Computational Overhead Average Low
Fine grain Access Control Average High 
Collision Resistant  Average Average
Cloud Security Average High
Key Size Constant Linear
Data Sharing Allow Allow

VII. Conclusion
In this paper the architecture that uses some certificate and policies 
with KP-ABE algorithm for better data storage is proposed, which 
is an enhancement over data storage. The proposed methodoffers 
framework that uses certificate as a subject, object, conditions etc. 
with key policy attribute base encryption for authorization. These 
policies have attribute like identity, term bonding, duration level 
etc. on the basis of these attribute the provider (server) provides 
the different service to each individual client.
The proposed work can be further elongatedto improve a toolbar, 
which has the all package of storage capability, service and 
authorized user access only those service from this package which 
they are eligible or permit for.
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