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I. Introduction
A digital image is a 2-D matrix which is the combination of 
information and redundancy. Compression of the image is that 
keeping the information portion of data as it is and removing the 
redundant part of data as much as possible.
Compression is useful as it reduces the storage space that is the 
usage of expensive resources, such as memory (hard disks) and 
also it reduces the required bandwidth while transferring the 
image. On the other side compression of image will result in 
distortion and also it requires additional computational resources 
at both transmitting and receiving end.
The objective of image compression is to reduce redundancy of the 
image data in order to store or transmit data in an efficient form. 
Image compression can be categorized into lossy and lossless 
compression. The lossless compression are widely used in medical 
imaging, preserving an artistic image etc. The lossy compression 
technique is used where required a high compression ratio like 
remote sensing, satellite communication etc.
Removal or reduction in data is typically achieved by transforming 
the original data from one form or representation to another. The 
popular techniques used in the redundancy reduction step are 
prediction of the data samples using some model, transformation 
of the original data from spatial domain such as Discrete Cosine 
Transform (DCT)[1], [2] decomposition of the original data set 
into different sub-bands such as Discrete Wavelet Transform 
(DWT)[3]-[8].
Encrypted images are widely used in internet communication, 
multimedia systems, tele-medicine, medical imaging and military 
communication. Although there are many conventional encryption 
schemes like AES, RSA, DES can be used for the image encryption 
SHA [9], [10] is more suitable for the encryption. The secured 
Hash algorithm is introduced a keyed hash function to generate 
a 128-bit hash value so that the scheme could be used to encrypt 
and authenticate. The hashvalue of the key is one way irreversible 
hash function which is used to encrypt the image is very secure.
Creating specialized hardware would greatly reduce the time 
consumed for these processes. Also, the use of predominant 
algorithms would greatly increase the speed and effectiveness 
of the overall process. For this reason, reconfigurable hardware 
implementation of the image compression-encryption is proposed. 
Field Programmable Gate Array (FPGA) technology which 
supports reconfigurable computing technology has become a 

viable target for the implementation of algorithms suited to image 
processing applications. The design has been developed using 
System Generator (XSG) of Xilinx ISE design tool configured with 
MATLAB that integrates Xilinx Block-set and Matlab Simulink 
environment.
This paper is organized as follows. A brief description of proposed 
system is given in Section I. Section II, provides a detailed portrayal 
of the DWT. Secured Hash Algorithm. (SHA-1) is presented in 
Section III. Simulation and results are addressed in Section IV. 
Finally, conclusions are drawn in Section V.

II. Proposed image compression-encryption model
The proposed image compression is done by using Cohen-
Daubechies-Feauveau Wavelet, which is a bi-orthogonal wavelet. 
Image is a 2-D arrangement of coefficients which represents the 
brightness of that particular point. The image characteristics are 
two types the smooth variation in color that is low frequency 
component and the sharp variations; high frequency component. 
The separation of these smooth and detail components is done using 
octave-band decomposition with CDF 9/7 for lossy compression. 
This separation is obtained by the filtering by low pass and high 
pass filters called analysis filter bank.
After the compression the image is encrypted using a 160 bit 
hashing function, the proposed system uses a SHA-1 algorithm 
to generate the hash function. The security nature of the SHA can 
utilize for the encryption of image. Fig.1 illustrates the proposed 
system.

III. Discrete Wavelet Transform
The discrete wavelet transform is a promising approach for the 
image compression. By using octave-band decomposition the 2-D 
digital image can be decomposed into approximation and detail 
coefficients [11]-[15]. A 9/7 Cohen-Daubechies Feauveau Wavelet 
is used for the lossy compression of image.
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Fig.1: Proposed image compression-encryption model

The decomposition of the image is shown in the Fig. 2. A 9/7 CDF 
analysis filters are arranged and after the first decomposition four 
sub bands are obtained LL1,HL1, LH1, HH1. The LL1 sub band 
has the low frequency smooth coefficients and all other three sub 
bands will have the high frequency detail coefficients. LL1 is the 
coarser approximation which will be same as that of the input 
image.This can be further decomposed into sub bands.

Fig.2: Row column computation of 2D-DWT

IV. Design of Sub-band Filters
The filters are designed in Simulink using Xilinx block set and 
system generator.Filter coefficients entered using FDA tool box. 
The coefficients of the low pass and high pass filters are carefully 
chosen for the specified application.For CDF 9/7 wavelet, low 
pass filter coefficients are considered as shown in Table I and 
high pass filter coefficients are shown in Table II.

Table I : Low Pass Filter Coefficients
Index No: Coefficients
K=0 0.029
K=±1 0.2666
K=±2 -0.0782
K=±3 -0.0168
K=±4 0.0267

Table II : High Pass Filter Coefficients
Index No: Coefficients
K=0 1.1150
K=±1 -0.5912
K=±2 -0.0575
K=±3 0.0912

V. Secured Hash Algorithm (SHA-1)





    
        
       
         
          

           

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


 

      
   
       


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 



 


            
         


       


  
  
  
  
  



          
          
             
          

    
    
    
    




    
             


Fig.3: Basic block diagram of SHA-1

VI. Simulation Studies
The design has been developed using System Generator
(XSG) of Xilinx ISE design tool configured with MATLAB that 
integrates Xilinx Block set and Mat lab Simulink environment 
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which supports Virtex 6 FPGA. Using MATLAB Simulink to 
assist the system generator verification relies on co-simulating 
the two environments. The co-simulation interface must provide 
sufficient capabilities and reasonable simulation speeds. System 
generator automatically specifies the details of FPGA with the 
help of Xilinx DSP block set for Simulink, then FPGA has been 
programmed.

Fig.4: Image pre-processing block

The image compression is done in the MATLAB Simulink with 
Xilinx system generator. A 512×512 image is given as input. Image 
is pre-processed after DWT compression as shown in the Fig. 4. 
After preprocessing the image is converted to a serial bit stream 
and then, the image bit stream data have been applied as inputs 
to system generator DWT building blocks of analysis filters (low-
pass and high-pass) through Gateway In. These filters separate 
each input bit stream into approximation and detail coefficients. 
These coefficients have been obtained by convolving the input 
values with the low pass filter for approximation and with the high-
pass filter for detail and results into a collection of sub-bands with 
smaller bandwidths and slower sample rates. The design of the 
DWT filter banks are shown in the Fig. 5. After the compression 
using the filter banks the serial bit stream of image is bit XOR 
ed by using the key hash generated by SHA. This algorithm is 
implemented in Verilog HDL in Xilinx ISE. After the encryption 
the bit stream is converted back to 2D matrix and this is done by 
using the post-processing block as shown in Fig. 6.

Fig.5: DWT Filter Design

Fig.6: Image post-processing block

A. Simulation Results
The simulation waveform of the SHA-1 algorithm is shown in the 
Fig. 7, the idata indicates the input message and hash indicates 
the generated message digest. The key generated by this is taken 
and used for encryption of the serial-stream. The input test image 
is a 512×512 which is converted to a 128×128 grayscale image 
as shown in Fig. 8.
Fig. 9 shows the image after encryption that is the bit XOR-ed 
result of image with the SHA message digest.

Fig.7: SHA-1 output waveform

B. Histogram Analysis
The encrypted image should be entirely different from the input 
image to ensure the security. Histogram analysis is a statistical 
method to plot the characteristics of the image. This analysis 
clarifies how pixels in an image are distributed by plotting the 
number of pixels at each intensity level. Fig. 10 shows histogram 
analysis of the input test image. The histogram of the plain input 
test image contains large sharp rises followed by sharp declines. 
The encrypted image histogram shown in Fig. 11 is quite different 
from the input test image.

Fig. 8: Input test image fruits.jpg

Fig. 9: Encrypted image
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VII. Conclusion
Image Compression is very important in reducing the storage 
capacity and also to reduce the bandwidth requirement while 
transfer of image. This work enables a DWT based image 
compression in FPGA, the image compression part is done in 
the Simulink using Xilinx System Generator and also to add up 
the security a key hashing encryption is added. This algorithm is 
implemented in Verilog HDL using Xilinx ISE and the message 
digest generated is used for encryption.Based on the histogram 
analysis it is clear that the encrypted image is entirely different from 
the test input image. This FPGA based image compression can be 
extend to compressing the video and this can be implemented in 
the area’s where the software solution for compression-encryption 
are not effective.

Fig.10: Histogram of input test image

Fig.11: Histogram of encrypted image
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